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EFFECTIVE
March 1, 2020.
Subject(s)

Administrative Policy Security (APS) 1200, Security Awarness
and Training

MDHHS must manage incidents negatively impacting the security
and privacy of information, systems and related assets. This
includes suspected or actual violations and breaches of privacy,
that involve unauthorized or impermissible uses, or disclosures of
specific types of confidential information, which must be identified,
reported, documented, responded to, mitigated to the extent
practicable, and evaluated for the implementation of breach
notification procedures when required by law.

In compliance with Department of Technology, Management and
Budget (DTMB) 1340.00, Information Technology Information
Security Policy, MDHHS must ensure implementation of all
moderate baseline security controls catalogued in the National
Institute of Standards and Technology (NIST) Special Publication
800-53, Security and Privacy Controls for Federal Information
Systems and Organizations (Revision 4) from the NIST Computer
Security Resource Center. This policy sets forth requirements from
the security awareness and training [AT] family of NIST controls,
managed by MDHHS in accordance with DTMB 1340.00.030.01,
Security Awareness and Training Standards MDHHS must review
this policy annually.

Reason: Annual review.
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